The deliverable "Technical requirements and reference architecture" was submitted on January 1st, 2018. This deliverable contains a detailed documentation of all business and technical needs and requirements, including the work for clarifying the SealedGRID platform requirement. The SealedGRID architecture is built on a realistic architectural image of industrial installations comprising legacy and emerging types of energy infrastructures. Subsequently, SealedGRID takes into account the special characteristics of energy infrastructures, their cyber and physical requirements, and proposes solutions that promote systemic prevention with the minimum possible additional cost.
The 6th International Symposium for ICS & SCADA Cyber Security brings together researchers with an interest in the security of industrial control systems in the light of their increasing exposure to cyber-space. The topics of interest are broad, ranging from security for hardware/firmware used in industrial control systems, to system aspects of ICS such as secure architectures and vulnerability screening of the human aspects of cyber security such as behavior modelling and training. ICS-CSR is a research conference aimed at high quality academic research in any of the specified themes and topics of interest. We welcome original contributions that present innovative ideas, proof of concepts, use cases, and results from a variety of domains who want to enhance the security of infrastructure. This year's conference will take place on the 10th to 12th of September 2019 at the University of Piraeus (Day 1) and the Ministry of Digital Policy, Telecommunications and Media (Days 2 and 3) in Athens, Greece. CSAW (Cyber Security Awareness Worldwide) is the largest student-run cyber security event in the world, featuring international competitions, workshops and industry events. The SSL Team participated in the Embedded Security Challenge (ESC), an educational, research-oriented tournament aimed at hacking into the hardware of embedded systems. This year's competition focused on the exploration, design, and experimental demonstration of covert data exfiltration attacks against IoT devices -smart light bulbs in particular -that can leak secret information through side-channels, bridging air-gapped networks. Closely related to the concept of the competition, the SSL Team was given the chance to discuss SealedGRID and its benefits to the future IoT society.
Dates
The carried-out R&D task was supported by SealedGRID , with the intend to motivate more students and researchers of the Department of Digital Systems of the University of Piraeus, to learn about embedded security and engage further with this promising field.
PRESENTATION OF THE SealedGRID AND ITS RESULTS TO THE WORKING GROUP OF SAFETY BELONGING TO PESI
UMA presented the project and its progress in the Working Group (WG) of SAFETY belonging to PESI (Plataforma Tecnológica Española de Seguridad Industrial) last November 14th, 2018. The WG is composed by a set of experts linked to the industry, the government and universities, addressing aspects of resilience, cybersecurity and safety in Critical Infrastructures and Industry 4.0. Given that UMA is currently an active member of the WG along with others related to security, C. Alcaraz introduced the project to show the goals of SealedGRID, the problems to be solved, the progress that has been made and the future actions.
PRESENTATION OF THE SealedGRID AND ITS RE-SULTS TO THE WORKSHOP: "ENISA-UNIPI workshop on Privacy Enhancing Technologies"
ENISA and the Department of Digital Systems of University of Piraeus organized a workshop in order to assess the need for Privacy Enhancing Technologies in the greater area of Network and Information Security. The workshop was aimed towards the research and academic community to discuss ongoing initiatives and future directions. The workshop took place on the 22nd of November 2018 at the University of Piraeus.
Prof. Christos Xenakis introduced the SealedGRID project to show its goals, advantages and the progresses achieved and the future actions.
GWS 2018 Conference Presentation
BEIA participated in the WPMC & GWS 2018 joint conference, between the 25th and 28th of November 2018 in Thailand, Chiang Rai. Alexandru Vulpe presented the paper entitled "Comparative Analysis of Distributed Ledger Technologies" that deals with the challenges and opportunities provided by DLT, especially in the context of Smart Grids. The presentation was well received and generated large discussions on new research directions of DLTs and their potential applications. Also, A. Vulpe introduced the SealedGRID project and discussed further cooperation with partners from the neighboring countries.
Networking Session "Software Engineering for Trustworthy Services and Applications" in ICT 2018
SealedGRID project was presented following the short presentations about results already achieved by projects from the Cluster on Software Engineering for Services and Applications (SE4SA) and challenges that are open for future research as well as space for discussion and comments.
SealedGRID 3rd Plenary Meeting and Secondments
The 3rd plenary meeting of the SealedGRID project was held in Bucharest on the 19th of December, 2018. The meeting was organized and hosted by BEIA. The main discussion was the approval of the SealedGRID architecture and the collaboration within the secondments between BEIA and UPRC. Moreover, Prof. Xenakis demonstrated the progress of the Key Management module. The attendant partners presented the project's progress and the future goals.
Moreover, Prof. Xenakis and Alexandra Dritsa, Researcher from the UPRC, started their secondment at BEIA.
SealedGRID 4th Plenary Meeting and Secondments
The 4 
SealedGRID Secondments
Two seconded researchers by BEIA started on the 7th of February their secondment at the University of Piraeus. Moreover, two seconded researchers by the University of Piraeus started on the 4th of February their secondment at BEIA. These seconded researchers will contribute to the project from their host organizations.
